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1. Confidentiality
2. Integrity
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3. Data Center Security Plan
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4. Disaster Recovery
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5. Federal Processing Standrd

6. Health Insurance and Accoutability Act

7. European Privacy Standards

8. Crime Prevention Through Enviromental Design (CPTED)
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10. Ports
11. Cords
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12. Electronic Access Control (EAC)
13. Touchpads

14. Card Systems

15. Biometrics
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16. Passive Infrared
17. Pan — Tik - Zoom
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18. Clear Zone
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19. Fences

20. Metal Highway Guard Rails
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3 Alliance for Telecommunication Industry Solutions
(ATIS)
* ATIS 0600336, Engineering Requirements for a Uni-
versal Telecommunications Framework (2003)
4 American Society of Heating, Refrigerating, and Air-
Conditioning Engineer (ASHRAE)
* ASHRAE 62.1, Ventilation for Acceptable Indoor Air
Quality (2007);
* ASHRAE Best practices for Datacom Facility Energy
Efficiency (2009);
* ASHRAE Datacom Equipment Power Trends and
Cooling Applications (2005);
* ASHRAE Design Considerations for Data and Com-
munications Equipment Centers (2009);
* ASHRAE Gaseous and Particulate Contamination
Guidelines for Data Centers (2009);
* ASHRAE Structural and Vibration Guidelines for
Datacom Equipment Centers (2008);
* ASHRAE Thermal Guidelines for Data Processing
Environments (2009);
5 Consumer Electronics Association (CEA)
* CEA-310-E, Cabinets, Racks, Panels, and Associated
Equipment (2005);

23. Redundancy

Slomo el 9959 3=l 59 pglio (glraiond V-A
Sy 00ls 5550 30 Cad ()], F Sligen S5
Soglie (o Gl oo Yo 5 ], 28
Lo ogy9 ymln 5o 03l 55 50 (sLnsdg)9 503 9 Lo ,nty
Deds 6duztiw Aol 3o «glae sl |l L o5 Jlos!
Ssglie (b)) sl oolainl 3550 sl jbre | (5
il g5 Jloasl L 995 1l )0 i

(58 S5l gl @

(S wiz Sl ogesl ¢

(5 A ol e

EULISII

Wimwd gy ol imren ool 55 e il 2l b
S o5l alls ASTM FAYYY o Lidls Gy s |
alex () gz 4w 5l ) ilwpslie sl
295 99 3l =5 5 (T 9 95 Jloel L 3955 (V (Seindly
S g0 dmlie 5 (5 Jd

S &lgo 9 LayLas A-A

b woly 15 e leizlw Gl bl o La> 6,5 ,Sa
ol o Lo VT (5,550 mmam ;o0 (hages L
59939 3 oa—bgle sl (e A aS el
i (B e s ol Sl g o

£lis | iy (g a4 ol il ;L o anl ol
Vo sl S ol pw e, e L e VY
sl 185 0 00l )] o egdle il i dgas a Sl
le o fegil sl a8 Ban lolax Legy) 45
Sty deajlas | S g 09 walys gl gl
5 SUlg 59,5 3l nilos wisSIle 350> imsled (gl
ooli_aol ool Lo oo oLl olonl 5 o o
Py

por o 3l i als 5 0ols 55 50 slnisgs
9 Loy (sl 5L garen (Shilee DMSe 45T 02l

el o alegS ol amay |, oS J48

G0 9 (G S Az 4
Lg)b_ei} 9 ui’)"d)—% 6‘)—-3 ‘S_Lal LngQLiA ool }_Y\)A
A Yo s g el c LB L aledlbl

A0S (17 € r ¢ of of| L e rmery o

P wwd- orfo - FE (4 - 970 gyl

e oo 6557 oron emerc 6 g



WA Gl - VF Lo - ¥ ojles —pian JLu

CoeS g 0 lailinl Sy e (g - ele Aol fad

Sl 63l 35150 53 Suged el 5 S sla il

6 European Committee for Electrotechnical Standard-
ization (CENELEC)

* CENELEC EN 50173-1, Information technology -
Generic Cabling Systems — Part 1: General
Requirements (2007);

* CENELEC EN 50173-5, Information technology -
Generic Cabling Systems - Part 5 Data Centres (2007);
* CENELEC EN 50174-2, Information technology -
Cabling installation - Installation planning and prac-
tices inside buildings (2009);

7 European Telecommunications Standards Institute
(ETSI)

« ETSI EN 300-019, Equipment Engineering (EE) -
Environmental conditions and environmental tests for
telecommunications equipment

8- Institute of Electrical and Electronics Engineers
(IEEE)

* [EEE 142-2007 (The IEEE Green Book), Recom-
mended Practice for Grounding for Industrial and
Commercial Buildings;

* IEEE 450-2002, IEEE Recommended Practice for
Maintenance, Testing, and Replacement of Vented
LeadAcid Batteries for Stationary Application;

* IEEE 484-2002, IEEE Recommended Practice for In-
stallation Design and Installation of Vented Lead-Acid
Batteries for Stationary Applications;

» IEEE 493-2007 (The IEEE Gold Book), Recom-
mended Practice for Design of Reliable and Commer-
cial Power Systems;

* [EEE 1100-2005 (The IEEE Emerald Book), Recom-
mended Practice for Powering and Grounding Elec-
tronic Equipment;

* IEEE 1106-2005, IEEE Recommended Practice for
Maintenance, Testing and eplacement of NickelCad-
mium Batteries for Stationary Applications;

* IEEE 1115-2000, IEEE Recommended Practice for
Sizing Nickel-Cadmium Batteries for Stationary Ap-
plications;

* IEEE 1184-2006, IEEE Guide for the Selection and
Sizing of Batteries for Uninterruptible Power Systems;
* [EEE 1187-2002, IEEE Recommend Practice for In-
stallation Design and Installation of Valve-Regulated
Lead-Acid Batteries for Stationary Applications;

* IEEE 1188-2005, IEEE Recommended Practice for
Maintenance, Testing and Replacement of Valve Regu-
lated Lead-Acid Batteries (VRLA) for Stationary Ap-
plications;

* IEEE 1189-2007, IEEE Guide for the Selection of
Valve-Regulated Lead-Acid (VRLA) Batteries for Sta-
tionary Applications;

* IEEE 1491-2005, IEEE Guide for Selection and Use
of Battery Monitoring Equipment in Stationary Appli-
cations;

* IEEE 1578-2007, IEEE Recommended Practice for
Stationary Battery Electrolyte Spill Containment and
Management;

9- International Electrotechnical Commission (IEC)

e [EC 61280-4-1:2009(E), Fibre-optic communication
subsystem test procedures - Part 4-1: Installed cable
plant - Multimode attenuation measurement;

e [EC 61280-4-2:1999, Fibre Optic Communication
Subsystem Basic Test Procedures - Part 4-2: Fibre Op-
tic Cable Plant - Single-Mode Fibre Optic Cable Plant
Attenuation;

* [EC 61935-1:2005, Generic cabling systems-Com-
munication cabling in accordance with ISO/IEC
11801- Part 1: Installed cabling;

* [EC 62305-3: 2006, Protection against lightning -
Part 3: Physical damage to structures and life hazard;
10- International Organization for Standardization
(ISO)

* ISO/IEC 11801:2002, Information technology - Ge-
neric cabling for customer premises;

* [SO/IEC TR 14763-2:2000, Information technology
— Implementation and operation of customer premises
cabling — Part 2: Planning and installation of copper
cabling;

* ISO/IEC 14763-3:2006, Information technology—
Implementation and operation of ustomer premises
cabling-Part 3: Testing of optical fibre cabling;

* ISO/IEC 24764:2010, Information technology - Ge-
neric cabling systems for data centres;

National Electrical Contractors Association (NECA)

¢ ANSI/NECA/BICSI 607, Telecommunications
Bonding and Grounding Planning and Installation
Methods for Commercial Buildings (2010);

11- National Fire Protection Association (NFPA)

* NFPA 12, Carbon Dioxide Fire Extinguishing Sys-
tems (2008);

* NFPA 12A, Halon 1301 Fire Extinguishing Systems
(2009);

* NFPA 13, Standard for the Installation of Sprinkler
Systems (2010);

* NFPA 20, Installation of Stationary Pumps for Fire
Protection (2010);

* NFPA 70, The National Electrical Code® (NEC®)
(2008);

* NFPA 70E, Standard for Electrical Safety in the
Workplace (2004);

* NFPA 72, National Fire Alarm Code (1999);



* NFPA 75, Standard for the Protection of Information
Technology Equipment (2009);

* NFPA 76, Recommended Practice for the Fire Protec-
tion of Telecommunications Facilities (2009)

* NFPA 1600, Standard on Disaster/Emergency Man-
agement Business Continuity Programs (2007);

* NFPA 2001, Standard on Clean Agent Fire Extin-
guishing Systems (2008);

* NFPA Fire Protection Handbook (2003);Telcordia

e Telcordia GR-63-CORE, NEBS Requirements:
Physical Protection (2006);

* Telcordia GR-139, Generic Requirements for Central
Office Coaxial Cable (1996);

¢ Telcordia GR-3028-CORE (2001), Thermal Manage-
ment in Telecommunications Central Offices: Thermal
GR-3028-CORE;

12- Telecommunication Industry Association (TIA)

¢ ANSI/TIA TSB-155-A, Guidelines for the Assess-
ment and Mitigation of Installed Category 6 Cabling to
Support 10GBASE-T (2010);

* ANSI/TIA-526-14-A OFSTP-14 Optical Power Loss
Measurement of Installed Multimode Fiber Cable
Plant (1998);

* TIA-569-B, Commercial Building Standard for Tele-
communications Pathways and Spaces (2004).

* ANSI/TIA/EIA-606-A, Administration Standard
for Commercial Telecommunications Infrastructure
(2002);

* ANSI-J-STD-607-A, Commercial Building Ground-
ing (Earthing) and Bonding Requirements for Tele-
communications (2002);

* ANSI/TIA-862, Building Automation Cabling Stan-
dard for Commercial Buildings (2002);

* ANSI/TIA-942, Telecommunications Infrastructure
Standard for Data Centers (2005);

Underwriters Laboratories (UL)

* ANSI/UL 497-2001, Standard for Safety Protectors
for Paired-Conductor Communications Circuits;

* UL 60950-1 2003, Information Technology Equip-
ment - Safety - Part 1: General equirements;

13- Other Standards and Documents

» Americans with Disabilities Act (ADA) (1990);

* EU Code of Conduct on Data Centres Energy Effi-
ciency, Version 1.0 (2008);

» EU Best practices for EU Code of Conduct on Data
Centres, version 1.0 (2008);

« International Building Code (IBC), 2009;

* International Fuel Gas Code (IFGC), 2009;

* International Mechanical Code (IMC), 2009;

* International Plumbing Code (IPC), 2009;
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